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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

Changes in Section L
19.  Security Requirements and Privacy Act Requirements.

All work-performed relative to the taskings identified in the SOW are unclassified or carry a
Privacy Act Classification. System security shall be in accordance with DoD directive 5200.28,
Security Requirements for AIS.

Security Investigation Requirements: No classified work will be required. However, the
contractor will be working with sensitive information which is covered by the Privacy Act and
which is category ADP/AIS II. Contractor must ensure sensitive (privacy act) information is
properly safeguarded at the work-site and not removed from the work site. Also, the contractor
will be required to comply with the security requirements associated with access to the DFAS
enterprise network. This requires individuals who perform duties at the ADP/AIS II category to
have a favorable determination of requisite investigation IAW the specifications of the DoD
Personnel Security Program as provided for in the DoD 5200.2-R. If declared, the contractor
may be requested to undergo a higher level of investigation. The NAC includes the following:

e Standard Form 85P - Questionnaire for Public Trust Positions
e FD 258 - Finger Print Card

All contractor personnel requiring access to the DFAS systems will complete a National Agency
Check (NAC). The SF 85P will be completed using the Electronic Personnel Security
Questionnaire (EPSQ). EPSQs are available for downloading on the Defense Security Service
(DSS) Web Site at www.dss.mil\epsq. Completed EPSQs, to include a copy on a disk and a
signed hard copy, will be provided to the Contract Officer’s Representative (COR) or
Government Point Of Contact (GPOC) elsewhere named in this award. All 85Ps must be
accompanied with a copy of the contractor’s birth certificate for citizenship verification. Foreign
Nationals must submit appropriate documentation from the Immigration and Naturalization
Service (INS). Employment of non-US citizens requires a fully completed and favorably
adjudicated background investigation prior to beginning DFAS work. The COR/GPOC will
notify the contractor when contractor employees have been approved for access to the facility.
The NACs should be completed before the contractor employee begins work. However, on an
exception basis and if an emergency situation exists, a US citizen contractor employee may
begin once the NAC has been reviewed, initiated, and there is no derogatory information and the
COR/GPOC obtains contractor badges. Those US citizen contractors needed to begin work prior
to receipt of a favorable NAC must have a waiver of pre-appointment investigative requirements
approved by the proponent Business Line Executive, Client Executive, or Corporate Director.
All contractor employees must receive a favorable NAC. Unfavorable NAC findings will
require individual determinations by the DFAS-CO security office prior to allowing contractor
employee access to the facility.
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QUESTIONS AND ANSWERS

Question #1
Is this a new purchase? If not, who is the incumbent?

Answer to Question #1
This is not a new purchase and there is an incumbent. The name of the current incumbent is
Computer Technology Associates, Inc.

Question #2
Are funds set-aside for this project?

Answer to Question #2
The FYO03 funding is available for this project. FY04 funding is not yet available.

Question #3
Do we have access to the program managers?

Answer to Question #3

Contractors have access to the Program personnel via questions submitted to the Contracting
Officer. The Contracting Officer will ensure that Program personnel review the questions and
provide answers to the questions that will then be posted on FedBizOpps. If there are any
additional questions after receipt of this Amendment, please ensure they are submitted to the
Contracting Officer no later than 9:00 AM EST, March 31, 2003. Please submit all questions by
e-mail to lois.byrne@dfas.mil. This will ensure that questions may be reviewed and answered by
an additional Amendment available to all companies on FedBizOpps.

Question #4

Will past performance be an evaluation factor for the assessment? Are there any other
elements that within the evaluation matrix to be considered? If so what will be the allotted
percentage weighted?

Answer to Question #4
The Request for Proposals (RFQ) states that this requirement is being completed under FAR
8.404. Please review the RFQ for additional information.

Question #5
If bidding among potential offers is close, will you allow for best and finals?

Answer to Question #5
Again, the RF'Q states that this requirement is being completed under FAR 8.404.
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Question #6

How much time and resources will the customer devote to the project for discussion of this
requirement and actual implementation?

Answer to Question #6

As stated in the RFQ, Paragraph 13 provides information regarding the meeting between the
Government and the Contractor receiving the delivery order.

Question #7
What is the level of effort?

Answer to Question #7

Please review the RFQ and the Statement of Objectives (SOO) for information provided
regarding the requirement.

Question #8

Access to DFAS 8000.1.R is not available. Is there anything in this regulation that modifies
the process and outputs from DOD 8510.1-M Information Technology Security
Certification and Accreditation Process (DITSCAP). In particular are there attachments
that have either been added or deleted from those required?

Answer to Question #8
Both answers to Question #8 are no.

Question #9

No schedule was given for when particular DCAS events were going to occur. This makes it
difficult to determine when the security documentation deliverables, events, and testing
needs to occur. Can a tentative program schedule be provided?

Answer to Question #9
A tentative schedule is provided below.

e Phase 2, Treasury Reporting Prototype DFAS IN/KC 11/00 - 4/03

e Phase 3, Financial Reporting System (FRS) & Reconciliation (RECON) DFAS -IN/CO/DE
12/01 - 2/04

o Phase 4, Treasury Reporting & RECON DFAS-IN/CO 7/02 - 12/04i
e Phase 5, Treasury Reporting & RECON DFAS-DE 12/03 - 9/05

The abbreviations IN, KC, CO DE refer to DFAS sites, Indianapolis, Indiana, Kansas City,
Missouri, Columbus, Ohio and Denver, Colorado. As stated in the RFQ, travel is reimbursable
for this delivery order
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Question #10

Can you tell me what we need to price for CLIN item 0001? Since there is no estimate of
hours per labor categories, what do I fill in for the amount? Also, the Program Manager is
the Key Personnel, are there labor hour estimates to be used? Are there any estimates, as to
the number per labor categories that will be needed?

Answer to Question #10

Offerors need to prepare firm fixed priced quotations from labor categories in their Schedule 70
GSA Schedule contract. There are no estimates involved as all quotes and the resultant delivery
order are firm fixed priced.

Question #11

We would like to confirm that the work outlined in the matrix is what is expected from the
Offerors.

Answer to Question #11
The provided Matrix work (Attachment 2) is work performed by the Offerors.

Question #12
Is it permissible to team with a Small or a Large business to deliver the requested services
under the Pre-solicitation Notice and use their GSA?

Answer to Question #12

All partners proposing in a teaming arrangement must have a Schedule 70 FSS contract. If
another company that has a Schedule 70 contract chooses to subcontract to a company that does
not have a Schedule contract, that would be acceptable.

Question #13
If there are any modifications, extensions of the due date, or other information that we

should be aware of prior to the submission date of 02 APRIL 2003, please add me to your
distribution list.

Answer to Question #13

The Government does not have a distribution list and will not provide information when there
are changes prior to quotation submissions. All Contractors may sign up with FedBizOpps to
get notification of any modifications, amendments, extensions, etc. If you don't sign up with
FedBizOpps, then check the site regularly to ensure you have any postings for this requirement
(www.fedbizopps.gov).
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Question #14

DCAS is a system that runs on a set of servers. Is that set of servers a set of a larger system
for which an accreditation has already been done? Does the accreditation need to be done
on the software only or on both the software and hardware?

Answer to Question #14

DCAS software and hardware has already been certified and accredited for Phase 1.
Certification & Accreditation (C&A) preparation for Phase 2 hardware/software has been
completed. The C&A must be prepared for DCAS Phase 3, both hardware and software.

Question #15
Does the hardware on which DCAS run already have an accreditation and will that
accreditation need to be updated during this contract period?

Answer to Question #15

DCAS hardware has already been certified and accredited for Phase 1. C&A preparation for
Phase 2 hardware/software have been completed. The Government needs certification and
accreditation for Phase 3 during this contract period. Preparation for C&A, Phase 4, will likely
occur during the contract Option year.

Question #16

Does the contractor need to perform a site accreditation for both the development system
and the production system locations? Is the requirement for both a type accreditation and
several site accreditations?

Answer to Question #16
No. The development and production sites are responsible for their own site accreditations.
Type accreditation is not used.

Question #17

We presume that the DCAS system for the client will only be a type accreditation that will
need to be sent to the sites for site accreditation. However, if it is truly only a Web
application that only the Web application needs to be accredited and will be a part of the
production site accreditation. Is the DCAS system for the client truly only a Web
application?

Answer to Question #17

This will not be a type accreditation. DCAS is not a web application. The Web is used simply as
a means to convey reports that are pushed down from the DCAS database. Clients may then
login and pick up the reports without actually touching the DCAS database.
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Question #18

Treasury Reporting is in parallel testing. Has the current accreditation been updated to
reflect this new capability or will that be a part of the work that the contractor will have to
do? '

Answer to Question #18
The accreditation for Phase 2, Treasury Reporting, has already been updated. The contractor is
being asked to prepare C&A for Phase 3, Reconciliation and FRS elimination.

Question #19
What level of security clearance will be required?

Answer to Question #19

DCAS is not a classified system, therefore no security clearance is required. However,
contractor personnel must receive a favorable National Agency Check (NAC) as described in
Paragraph 19 of the RFQ (added Amendment 03).

Question #20
Will the C&A be based on DITSCAP guidelines? If not, what guidelines will apply?

Answer to Question #20
Yes. Refer to the Performance-Based Matrix, Column C, for specific performance standards.




